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Versatility and Ease of Analysis

The probability of all differential
trails can be bounded in reasonable
time for all such round functions!

→ we can automatically lower bound
# active S-boxes

Bariant, A., Baudrin, J., Leurent, G., Pernot, C., Perrin, L., & Peyrin, T. (2024). Fast AES-Based Universal Hash Functions

and MACs: Featuring LeMac and PetitMac. IACR Transactions on Symmetric Cryptology, 2024(2), 35-67.
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Outside Cryptography

1 Monte Carlo simulations

2 Data set for proper software tests (fuzzing)

3 ...

5 / 11



. .. .
Intro

. .. .. .
What does the AES round give us (ex: LeMAC)?

. .. .. .. .. .
Insecure Pseudo-Random Number Generator

. .. .. .
Insecure Hash Function

. .. .
Conclusion

In Cryptography too!

Entropy Distribution Function

First introduced by Saarinen1

1M. J. Saarinen, SNEIKEN and SNEIKHA, submission to NIST LWC competition, 2019
https://csrc.nist.gov/CSRC/media/Projects/Lightweight-Cryptography/documents/round-1/spec-doc/sneik-spec.pdf
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Mersenne Twister is everywhere

Basically a glorified LFSR

C++ stdlib

python random

...

O
(
a dozen

)
instructions/32 bits
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Hash functions for Hash Tables

Siphash

Abseil Hash function

https://github.com/abseil/abseil-cpp/blob/master/absl/hash/

internal/hash.cc
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Conclusion

Thanks to AES-NI and decades of cryptanalysis, we could...

do insecure algorithms :D

do so much better than Siphash and the Mersenne twister!

Thank You!
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