
Accordion Modes: Basic Idea,

Known Constructions, and Recent Developments

Bart Mennink

Gausta

April 14, 2026

1 / 22



Outline

Authenticated Encryption and GCM

Accordion Modes

Applications

Notable Constructions

Is This Really Efficient?

Conclusion

2 / 22



Authenticated Encryption and GCM



Authenticated Encryption (AE): Wrap and Unwrap

AEP

K

N,A

C, T

AE−1C, T

K

N,A

{
P if (C, T ) valid

⊥ otherwise

• Input: nonce N , associated data A, and plaintext P

• Ciphertext C encrypts P , and tag T authenticates (N,A, P )

• Schemes typically require uniqueness of N

• Otherwise, ciphertexts typically leak plaintext info. . . or even key material!

• Unwrapping needs to satisfy that

• Plaintext P disclosed if (C, T ) comes from an evaluation of wrap
• Error symbol otherwise
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GCM for 96-bit Nonce N [MV04]

EK EK EK· · ·

N∥⟨1⟩32 N∥⟨2⟩32 N∥⟨ℓ⟩32· · ·

P1 P2 Pℓ

C1 C2 Cℓ· · ·

EK

GHASHL where L=EK(0128)

N∥⟨0⟩32

A

T

ENC

MAC

Features

• Efficient, parallelizable, inverse-free

• Widely used:

• TLS, WPA3, IPsec, . . .

• Cooler variant: ChaCha20-Poly1305!

Secure as Long as. . .

• EK is a secure block cipher

• Number of blocks doesn’t exceed 2n/2

• N is never repeated. . .

• . . . but nonce reuse is devastating

• Leaks P ⊕ P ′ = C ⊕ C ′ and L
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What Rijndael-256 Would Solve

EK EK EK· · ·

N∥⟨1⟩32 N∥⟨2⟩32 N∥⟨ℓ⟩32· · ·

P1 P2 Pℓ

C1 C2 Cℓ· · ·

EK

left128

GHASHL where L=EK(0128)

N∥⟨0⟩32

A

T

ENC

MAC

The Obvious

• Nonce∥counter now 256 bits

• Problem of short nonces vanishes

What’s More?

• Nonce reuse still reveals L. . .

• . . . but EK(N∥⟨0⟩32) outputs 256-bit
subkey material

• Use half of it as GHASH-key L
• Use other half as masking key

• Would give nonce misuse resilience
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ChaCha20-Poly1305

CC+ CC+ CC+· · ·

cst∥K∥⟨1⟩32∥N cst∥K∥⟨2⟩32∥N cst∥K∥⟨ℓ⟩32∥N· · ·

P1 P2 Pℓ

C1 C2 Cℓ· · ·

CC+

left256

Poly1305R

cst∥K∥⟨0⟩32∥N

R∥S
N,A

R

S

T

ENC

MAC

• Bernstein [Ber05, Ber08]

• RFC 8439 [NL18]

• CC: 512-bit permutation

• CC+: CC plus feed-forward

• Both key and mask of Poly1305

are nonce-dependent

Poly1305R(X) = (1∥X1) ·Rℓ + (1∥X2) ·Rℓ−1 + · · ·+ (1∥Xℓ−1) ·R2 +Xℓ ·R mod 2130 − 5
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Accordion Modes



Block Ciphers

EP

K

C\

n

\
k

\

n

• Plaintext P is encrypted to ciphertext C using secret key K

• Fixed block size

• In order to encrypt variable sized messages, we need a mode of operation

• These modes require a nonce
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Wide Block Ciphers

EP

K

C\

∗

\
k

\

∗

• Alternatively, we can design a wide block cipher

• A wide block cipher is a block cipher with a variable block size

• Every part of the output (ideally) depends on every part of the input
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Tweakable Wide Block Ciphers

ẼP

K

W

C\

∗

\
k

\

∗

\ w

• A tweakable wide block cipher additionally has a tweak

• Tweak W public, ciphertext completely changes with a different tweak
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NIST’s Incentive to Develop Accordion Mode

• March 2024: NIST announced quest for tweakable wide block ciphers

• There was a workshop (June 2024) aimed to discuss ideas on requirements,

designs, security goals, targets, . . .

• Quote from the website: NIST plans to develop a new mode of the AES

that is a tweakable, variable-input-length-strong pseudorandom permutation

(VIL-SPRP) with a reduction proof to the security of the underlying block

cipher.

• A list of desired requirements was posted in April 2025

• June 2025: NIST proposes to use HCTR2-style modes

Rest of the Talk: Why? How? Really, Why?
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Applications



Disk Encryption

TWBCK

sectori

i

enc sectori

\m

\
ν

\m

Disk Encryption Idea

• Disks are separated in sectors

• Block size is equal to the sector size

• Typically 512 to 4096 bytes

• Physical sector number used as tweak i

Features

• Security/efficiency tradeoff: bit-flip affects entire sector

• Note: XTS further granulates disk into 128-bit blocks

Usage

• XTS-AES is standardized as IEEE P1619 and widely used

• Android and dm-crypt support accordion mode Adiantum
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Encode-Then-Encipher from Tweakable Wide Block Ciphers

TWBCK

0τ P

N,A

C∥T

\ τ \ ∗

\
ν + ∗

\ ∗+ τ

Encode-Then-Encipher (ete) [BR00, HKR15]

• Encryption:

• Prepend τ zeros to P
• Evaluate with TWBCK to obtain C∥T

• Decryption:

• Decrypt C∥T using TWBC−1
K

• If result starts with τ zeros: output P

Security Properties

• No security degradation relative to TWBCK

• Nonce reuse has limited impact

• What if TWBCK only supports fixed tweak size?
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Advanced Authenticated Encryption from Tweakable Wide Block Ciphers

TWBCK

JL

rightν−w(N)∥A

P

leftw(N)

C∥T

\
ν − w + ∗

\ τ \ ∗

\
w

\ ∗+ τ

Advanced AE with AD (aaa) [DMMT25]

• TWBCK : tweakable wide block cipher

• JL: universal hash

Rationale

• N partially entered into tweak

• Rest of N and A hashed into τ -bit string

• Recall: nonce reuse has limited impact

Features

• Similar to ete

• Potentially cheaper tweak processing
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Notable Constructions



HCTR2 [CHB21]

T U

X Y

HL

EK XCTRK

HL

W

W

K ′

\ n \ ∗

\ n \ ∗

Building Blocks

• EK : block cipher

• XCTRK : XOR-based Counter

• HL: universal hash

Construction

• Feistel-like structure but with a twist

• Left lane of fixed size

• Right lane of variable size

Features

• Supports inputs of ≥ n bits

• Birthday bound secure
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HCTR2’s Sibling Adiantum [CB18]

T U

X Y

HL

EK

FK′

HL

W

W

\ n \ ∗

\ n \ ∗

Building Blocks

• EK : block cipher

• FK′ : stream cipher

• HL: universal hash

Construction

• Inspired by HCTR2 but for cool schemes:

• NH/Poly1305 for universal hash
• XChaCha12 for streaming
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Docked Double Decker [GDM19]
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Features

• Supports inputs of ≥ 2n bits

• Birthday bound secure. . .

• . . . but improved if tweaks are not reused

too often

16 / 22

T U V

X Y Z

HL

FK

FK

HL

W 0001

W 0010

\ n \ ∗ \ n

\ n \ ∗ \ n



Docked Double Decker [GDM19]

T U V

X Y Z

HL

FK

FK

HL

W 0001

W 0010

\ n \ ∗ \ n

\ n \ ∗ \ n

Building Blocks

• FK : stream cipher

• HL: universal hash

Construction

• Feistel-like structure

• Outer lanes of fixed size

• Inner lane of variable size

Features

• Supports inputs of ≥ 2n bits

• Birthday bound secure. . .

• . . . but improved if tweaks are not reused

too often

16 / 22

T U V

X Y Z

HL

FK

FK

HL

W 0001

W 0010

\ n \ ∗ \ n

\ n \ ∗ \ n



Docked Double Decker [GDM19]

T U V

X Y Z

HL

FK

FK

HL

W 0001

W 0010

\ n \ ∗ \ n

\ n \ ∗ \ n

Building Blocks

• FK : stream cipher

• HL: universal hash

Construction

• Feistel-like structure

• Outer lanes of fixed size

• Inner lane of variable size

Features

• Supports inputs of ≥ 2n bits

• Birthday bound secure. . .

• . . . but improved if tweaks are not reused

too often
16 / 22

T U V

X Y Z

HL

FK

FK

HL

W 0001

W 0010

\ n \ ∗ \ n

\ n \ ∗ \ n



Comparison of HCTR2, Adiantum, and Docked Double Decker

T U

X Y

HL

EK XCTRK

HL

W

W

K ′

\ n \ ∗

\ n \ ∗

HCTR2 [CHB21]

T U

X Y

HL

EK

FK′

HL

W

W

\ n \ ∗

\ n \ ∗

Adiantum [CB18]

T U V

X Y Z

HL

FK

FK

HL

W 0001

W 0010

\ n \ ∗ \ n

\ n \ ∗ \ n

Docked double decker [GDM19]

17 / 22



Is This Really Efficient?
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Abstract. A tweakable wide blockcipher is a construction which behaves in the same
way as a tweakable blockcipher, with the difference that the actual block size is flexible.
Due to this feature, a tweakable wide blockcipher can be directly used as a strong en-
cryption scheme that provides full diffusion when encrypting plaintexts to ciphertexts
and vice versa. Furthermore, it can be the basis of authenticated encryption schemes
fulfilling the strongest security notions. In this paper, we present three instantiations
of the docked double decker tweakable wide blockcipher: ddd-AES , ddd-AES+, and
bbb-ddd-AES . These instances exclusively use similar building blocks as AES-GCM
(AES and finite field multiplication), are designed for maximal parallelism, and hence,
can make efficient use of existing hardware accelerators. ddd-AES is a birthday
bound secure scheme, and ddd-AES+ is an immediate generalization to allow for
variable length tweaks. bbb-ddd-AES achieves security beyond the birthday bound
provided that the same tweak is not used too often. Moreover, bbb-ddd-AES builds
upon a novel conditionally beyond birthday bound secure pseudorandom function, a
tweakable variant of the XOR of permutations, facilitating in the need to include a
tweak in the AES evaluations without sacrificing flexibility in docked double decker.
We furthermore introduce an authenticated encryption mode aaa specifically tailored
to be instantiated with ddd-AES and bbb-ddd-AES , where special attention is given
to how the nonce and associated data can be processed. We prove that this mode is
secure in the nonce-respecting setting, in the nonce-misuse setting, as well as in the
setting where random nonces are used. We finally present a comparison with other
tweakable wide blockciphers, give a high-level idea of the efficiency potential of our
schemes, and provide benchmarks that confirm this idea.
Keywords: symmetric cryptography, tweakable wide blockcipher, accordion cipher
mode, docked double decker, tweakable XOR of permutations, authenticated encryp-
tion.

1 Introduction
1.1 Motivation
The US NIST (National Institute of Standards and Technology) has standardized a number
of pure confidentiality modes of operation, like ECB, CBC, CFB, OFB, and CTR in NIST
SP 800-38A [20], and XTS-AES in NIST SP 800-38E [21]. Although these modes see a

Licensed under Creative Commons License CC-BY 4.0.

Our Goals in [DMMT25]

• Instantiating ddd using components as used in NIST standardized schemes:

• AES [DR02, DR20]
• Operations in binary extension fields, e.g., as in GHASH [MV04]

• Presented birthday bound secure ddd -AES and beyond birthday bound secure

bbb-ddd -AES that fit NIST’s accordion idea
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Implementation Design of ddd-AES (512-Bit Message)
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Implementation Design of bbb-ddd-AES (512-Bit Message)
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Benchmarks

• ddd -AES and bbb-ddd -AES on an Intel® Core™ i7-10610U

• C implementation using AES-NI and PCLMULQDQ

Message length (bytes) 32 48 64 96 128 256 512 1024 2048

ddd -AES x1 6 4.3 3.4 2.8 2.5 2.3 2.2 2.1 2.1
ddd -AES x2 6 3.9 3.2 2.5 2.0 1.7 1.5 1.3 1.3
ddd -AES x3 9 4.6 3.1 2.5 2.1 1.4 1.2 1.1 1.0
ddd -AES x4 7 4.3 3.5 2.6 2.3 1.6 1.3 1.1 1.0
ddd -AES x5 8 4.6 3.8 2.4 2.2 1.5 1.2 1.1 1.0
ddd -AES x6 7 4.6 3.6 2.9 2.1 1.7 1.2 1.1 1.0

bbb-ddd -AES x1 8 5.0 4.0 3.2 2.9 2.6 2.5 2.5 2.5
bbb-ddd -AES x2 9 5.1 3.9 3.0 2.6 1.9 1.6 1.4 1.3
bbb-ddd -AES x3 8 5.2 3.8 3.0 2.5 1.7 1.4 1.2 1.1
bbb-ddd -AES x4 8 5.0 4.1 3.0 2.8 1.9 1.4 1.2 1.1
bbb-ddd -AES x5 9 5.9 4.1 2.8 2.8 1.7 1.5 1.3 1.2
bbb-ddd -AES x6 9 5.2 4.4 3.3 2.6 2.0 1.4 1.3 1.2

• For comparison, CBC encryption takes ≈ 1.4 cpb for 2048 byte messages
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Conclusion

NIST’s Plans

• Acc128 with birthday bound security using AES

• Acc256 with birthday bound security using a 256-bit block cipher

• BBBAcc with beyond birthday bound security using AES

• NIST plans to standardize these using variants of HCTR2

• If you have any questions about this: ask Meltem! −−−−−−−−−−−−−−→

Thank you for your attention!
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