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Motivation

» Most important problem in (symmetric?) cryptography:
Prove that our primitives are secure, or show that they are not.
» Progress so far?
— Limited set of general cryptanalytic techniques

— Limited security arguments

» Solution to all cryptanalytic problems: the geometric approach
Maybe it also works for security arguments?



Backstory
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Distribution Related to SPNs
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Abstract. We report on a simple technique that supports some recent
developments on AES by Grassi and Rechberger and Bao, Guo and List.
We construct a weight transition probability matrix related to AES that
characterises fixed configurations of active bytes in differences of cipher-
texts when plaintext differences are fixed to some [possibly other) con-
figuration of active bytes, The construction is very simple and requires
only a little bit of linear algebra. The derived probabilities are essen-
tially identical to recent results on 5- and G-rounds AES derived through
more sophisticated means, indicating that it might be worth a further
investigation.
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Backstory

» Truncated differentials for the AES
Singular values of the difference-distribution matrix

» Application to pairwise independence
Masters' thesis of Immo Schiitt (Ruhr University Bochum, March 2025)

» Joint paper with Gregor Leander and Immo Schitt (ePrint 2025/1495)

» Independent work of Itai Dinur (ePrint 2025/1326)



Almost pairwise independence

» Pairwise decorrelation (Vaudenay)
» Almost e-pairwise independence of a block cipher Ey: Fg — Fg

» Definition: for all (x1,x2) with x1 # x2,
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Almost pairwise independence
Example: x +— ky x + kp on Fae with ky #£ 0
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Almost pairwise independence
Example: x — (x + k1) ™! + ko on Fos
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Overview

» Pairwise independence from the point of view of cryptanalysis

» Proof strategy

» Pairwise independence of the AES



Pairwise independence from the point of view of cryptanalysis

» Difference-distribution matrix D of a random function F:
Dp o= ’I__Dr [F(x+ a)=F(x)+ b]
X

» Difference-distribution matrix U of a uniform random permutation:

1 ifa=0and b=0,
Upa=141/(¢g"—1) ifa#0and b#0,
0 else.

» A (whitened) block cipher F = Ey is e-pairwise independent iff ||D — Ul|; < 2e



Composition of functions

» Let D1,..., D, be difference-distribution matrices of independent random
functions F1,..., F, with input- and output whitening key additions

» If D is the difference-distribution matrix of F,o--- 0o Fq, then
D=D,---DyD;

Assumption that Fq,..., F, are independent random functions is void
Pairwise independence is (mostly) not about differential cryptanalysis



Geometric approach

Finite sets and functions
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Geometric approach

Finite sets and functions Coseparable cocommutative coalgebras
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Geometric approach

‘Approximate’ finite sets and functions
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Pairwise attacks in the geometric approach
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» Subspaces V/ and |/ define a (cryptanalytic) property

» ‘Approximation map’ for subspaces V' and I/ of C[]F ]
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Pairwise attacks in the geometric approach
Translation-invariant properties

> g acts on C[Fg x Fg] by addition: dx ® 0y = dxyk @ Oy 4k
» For translation-invariant properties, V and W are fixed under this action:
V, W C Fixgy (C[F] x F2]) = Span {erw 0y ®0xta | a€ F”} ~ C[F7]

» Difference-distribution matrix of F:

D=mw(TF @ TF)iy for V.= W = Fixg, (C[Fj x F7])



Characterizing the class of techniques ruled out by pairwise independence

> Trails (Vl, V2, ey Vr+1) with V1, VQ, ey Vr+1 g (C[FZ X FZ]
> A trail is translation-invariant if V; C Fixgy (C[IFZ X Fg])

» Composition of difference-distribution matrices is the ‘piling-up principle’:
7rv,+1(TF’ ® TF’)iV, X e X 7rv2(TF1 ® T'El)i\/1
» Equivalent (basis-dependent) descriptions
— Quasidifferential basis: masks are zero

— Double linear basis: value masks are zero



Overview

» Pairwise independence from the point of view of cryptanalysis
Ruling out translation-invariant ‘pairwise methods’ over C (Archimedean)

> Proof strategy

» Pairwise independence of the AES



Proof strategy

» Since D;U = U = UD; and U? = U,
D-—U=(D,—U)---(Dy— U)(D1 — V)
» High-level proof strategy:
— Bound ||D, -+~ Dy — Ul
- Bound [|D1 — Ufla:

= [D=Ulls < ID; -+ D> = U|[2 | D1 = Ul|2,1



Example: key-alternating cipher with inverse round function
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» Maximum differential probability for one round: p,... < 4/qg

» ‘Spectral uniformity’ for one round: ||D — Ul> <1/,/q+2/q
Proof: ask GPT 5.4 (nice argument from circulant structure)

» Pairwise independence bound for r + 1 rounds:
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Example: key-alternating cipher with inverse round function

» Rational interpolation attack (Jakobsen & Knudsen)

E(x) = ;;j:_ac for most x

> Not a pairwise attack

» Intricately related to fixed-key probabilities:
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Overview

» Pairwise independence from the point of view of cryptanalysis
Ruling out translation-invariant ‘pairwise methods’ over C (Archimedean)

» Proof strategy
Bounding the operator norm ||D — U||2 (no randomness needed)

» Pairwise independence of the AES



Pairwise independence

SHARK structure

of the AES
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Pairwise independence
SHARK structure

of the AES
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Pairwise independence of the AES
High-level proof strategy

D — (D5)®n pL (D5)®n

» For z € {0,1}", define [z] = [z1] X [z2] X - -+ X [z,] with [0] = {0} and [1] =F

» Truncated differentials defined by activity patterns:
V= span{a[z] = e O | 2 € {0, 1}"} C R[F7]
> Strategy: split translation-invariant trails using R[F7] = V & V+

HD UH H[“v (D —U)ivl2 H7Tv (D—U)iv 2]
27 || llrye (D= U)ivlz [mye(D—U)iye|2




Pairwise independence of the AES
Truncated differentials: ||7y (D — U)iy||2

> 27 activity patterns: compute norm of 27 x 2" matrix (easy)
- n=4and ¢g=2% |7y(D - V)iy|2 =271
- n=4and ¢g=2%: |ry(D — V)iy|a =270

» Corresponding property (~ 6/216):

P

» Closed-form bound:

(0= vivle < (2 )



Pairwise independence of the AES
Spectral terms

> More analysis required:
Vi=weWw,a---aoW,

Ifwi®---®@w, € W, then w; L {do,dr,} for at least / choices of i

> Key result for h + h = I

. 1 n—I /
I, (0= Vil < € (=) o

Strategy: bound H?TW,l(DL — U) iw, |2 using MDS properties
handle the S-box layers using ||[D° — Ul[>» < o



Pairwise independence of the AES
Putting everything together

» One AES superbox:

13.008 ~—11.178
2 2 } < »—10.268

0= Ul <[5 stams 5 1000

2

» Four AES rounds: ||D — Ul <2740

» Using maximum key-averaged probability of differentials (Keliher & Sui):

D — U|j1 < 2128 x (53.2734)% x 240 (=2 < 215  p—40 [



Conclusions

> Pairwise independence from the point of view of cryptanalysis
Ruling out translation-invariant ‘pairwise methods’ over C (Archimedean)

» Proof strategy
Bounding the operator norm ||D — U||2 (no randomness needed)

» Pairwise independence of the AES
20 rounds are enough for ¢ < 27128 (further improvements expected)



